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Abstract –In this work it is discussed recent developments in
the field of quantum cryptography in optical fibers. It is pre-
sented several quantum protocols for quantum key distribu-
tion, and it is also described the implementation of quantum
key distribution with single and entangled photon pairs. Is
analysed the quantum key distribution with single photons ob-
tained from weak coherent laser pulses, and it is presented a
fine alternative based on the stimulated four-wave mixing in
optical fibers. This review provides a state of the art on the
field of quantum cryptography in optical fibers.
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I. INTRODUCTION

The increasing dependence of today’s society on the
telecommunications networks has made security one of the
central issues in modern communications systems. The
amount of Internet traffic transmitted over optical fibers has
seen an enormous surge over the last decade [1]. This in-
crease is likely to continue considering the demand for a
greater variety of services and faster download rates [1].
In our increasingly networked world, both the business
and government sectors have ever-more demanding secure
communications needs [1]. Current communication secu-
rity protection schemes, encoding protocols, are based on
the limited computational power to solve complex prob-
lems. Any of that encoding protocol can, in principle, be-
comes available. Already in 2005 was announced the fac-
torization of the 193-digit number, used in the public-key
cryptographic algorithm RSA-640 [2]. That algorithm it
became obsolete. The continuous increase of computation
power, Moore’s law, and the number of networked com-
puters will enable to factorize numbers with more digits
and more rapidly [3]. There exists one particular scheme
that is not vulnerable to such scenario, the one-time pad
protocol, proposed by C. Shannon in 1949. However, that
protocol requires that the plaintext is combined with a ran-
dom key that is as long as the plaintext and used only once,
which makes little practical [3]. In this context the quantum
cryptography, mainly the quantum key distribution (QKD),
emerges as a practical solution to encode and transmit se-
cure information between two places [4].
Quantum information is an area of science that explores

the quantum physical properties to code, transmit, store and
process information [1]. Nowadays, this area has attracted
enormous interest due to the potential applications, such
as computation and quantum cryptography [5]. Quantum
cryptography is the first technology in the area of quan-

tum information that is in the process of making the tran-
sition from purely scientific research to an industrial appli-
cation. There are currently companies offering commer-
cial quantum cryptography systems, whereas several others
also have active research programmers on this information
area [4].
Quantum cryptography is a way of generating and shar-

ing a secret key that can be used to encrypt and decrypt
messages. Moreover, it allows to detect the presence of
any eavesdropper during the process of sharing the secret
key between the two users [4]. The first idea of using the
laws of quantum mechanics to create a system of encod-
ing messages appears in 1970 by Wiesner [6]. However
only in 1984 has been proposed the first protocol for quan-
tum cryptography by Charles H. Bennett and Gilles Bras-
sard [7]. That protocol is known as BB84, and it is the most
usual in quantum cryptography systems. The security of
this protocol is assured by the impossibility of measure a
quantum system without disturbing, the Heisenberg uncer-
tain principle [4]. Typically, in quantum cryptographic sys-
tems the information that we want to transmit is encoded in
the quantum properties of single photons, such as polariza-
tion or phase [4]. Nowadays, in optical fibers, it is possible
transmit information encoded in the phase of single pho-
tons through distances until 250 km [8], whereas for po-
larization encoded photons it is possible achieved distances
until 50 km [9]. Currently, exist an effort of international
of the scientific community in order to establish the first
network operating on a global scale of quantum key distri-
bution [10].
A fine alternative to the QKD with single photons in opti-

cal fibers is the quantum cryptography with entangled pho-
ton pairs. In 1991, Artur Ekert proposed that the QKD was
implemented with entangled quantum states [11]. In that
configuration the information is encoded in one of the de-
grees of freedom of the entangled photon pairs, such as the
polarization [11]. In optical fibers the entangled photon
pairs can be obtained through the spontaneous four wave
mixing process (FWM) [12]. In 2004, was tested the first
prototype of QKD with entangled photon pairs in a real sce-
nario in Vienna, Austria [13]. Nowadays, in optical fibers
it is possible transmit polarization entangled photon pairs
over 100 km [14].
This paper reviews recent progress in the field of quantum

cryptography in optical fibers. It is presented a comparison
between various schemes and protocols of QKD. This pa-
per contains five sections. In section II it is presented the
BB84, B92 and the Ekert protocols for polarization encod-
ing schemes. Section III describes the implementation of
these quantum protocols in optical fibers with single pho-
tons. In section IV it is discussed the implementation of the
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Ekert protocol in optical fibers with entangled photon pairs.
Section V summarizes the work present in this paper.

II. POLARIZATION ENCODING SCHEME FOR QKD

The first protocol for quantum communications was pro-
posed by Charles H. Bennett and Gilles Brassard, the
BB84 [7]. In that protocol two users, typically known as
Alice and Bob, wants to create a random key, which should
remain completely secret to a third user who eavesdrop on
their communication channel. For polarization encoding
scheme, the BB84 protocol, Table I, uses four polarization
states that constitute two different bases, one rectilinear (+)
and another diagonal (×).
In the first step, Table I, over a quantum channel, Alice

sends to Bob individual photons in states chosen random
among the four states, →, ↑, ↗ and ↘ corresponding to
linearly polarization states 0◦, 90◦, +45◦ and -45◦, respec-
tively. In this step Alice can also attribute the binary value 0
for example to {↑,↗} and the value 1 to {→,↘} [7], [15].
Next Bob measure the incoming polarized photons in one
of the two bases, chosen randomly. After Bob has mea-
sured all the photons, he tells Alice which basis he used
for measure each incoming photon. Alice tells Bob which
bases are correct, and they keep only the data from these
correctly measured photons. The last two steps, the public
discussion, are performed over a classical communication
channel. The outcome binary string is the secret key that
Alice and Bob can use to share secret information [7], [15].
The presence of an eavesdropper (Eve) in the communica-
tion channel, can also be tested using a subset of the pho-
tons on which both Alice and Bob publicly agree reveal the
polarization of the photons sent by Alice and the result of
Bob measurement. The presence of the eavesdropper is dis-
covery, due to the fact that whenever Eve makes a measure-
ment Eve changes the quantum state of the photon sent by
Alice. Therefore, when Bob receives the photon, he obtains
an erroneous bit value even when he and Alice use compati-
ble bases. Comparing the photon polarization sent by Alice
and the Bob measurement result it is possible discovery the
presence of an eavesdropper in the communication chan-
nel [7], [15], [4]. The security of the protocol is based in
three fundamental principles of the quantum mechanics, the
non-cloning theorem, the uncertain principle, and the im-
possibility of discriminating deterministically between two
non-orthogonal quantum states [4].
In 1992, Charles Bennett proposed what is essentially a

simplified version of the BB84, the B92 quantum proto-
col [16]. In [16] Bennett refers that for implement a sys-
tem of quantum key distribution it is not necessary four

binary 1

45º

binary 0

Fig. 1 - Polarization scheme for the B92 quantum protocol.

quantum states, but only two non-orthogonal states. Indeed
the security of the B92 quantum protocol relies on the in-
ability of an eavesdrop to distinguish unambiguously and
without perturbation the different states sent by Alice to
Bob [16], [4]. In this protocol the binary value 0 can be at-
tributed to the 0◦ photon polarization state, whereas value 1
can be attributed to the 45◦ state of polarization, as shown
in Fig. 1. As in BB84, Table I, Alice transmit to Bob a
string of polarization encoded photons with randomly cho-
sen bits. However, in this protocol Alice chooses dictates
which bases she must use. Bob chose randomly one of the
two bases for measurement, rectilinear or diagonal. How-
ever, if Bob choose a wrong basis, he will not measure any-
thing, a condition which in quantum mechanics is known as
erasure [17]. In the public discussion, Bob can simply tell
Alice after each bit she sends whether or not he measured
is correctly. Although this protocol is simpler to implement
than BB84, in practice it is not a good solution due to secu-
rity problems. Although two non-orthogonal states can not
be distinguished unambiguously without perturbation, Eve
can unambiguously distinguish them at the cost of some
losses present in the quantum channel [4]. This possibility
has been demonstrated in practice [18]. This mean that to
ensure a high security level in the quantum channel to im-
plement this protocol, both Alice and Bob would have to
monitor the attenuation of the quantum channel. However,
if Eve were able to replace part of the quantum channel by
a more transparent (with less losses) the channel loss moni-
toring is not enough. In that case, beyond the single photon
source in the quantum channel, must be also present in the
same channel a bright pulse. In this case Bob can monitor
the bright pulses to make sure that Eve does not remove any
part of the quantum channel [16], [4].
In 1991 Artur Ekert contributed a new approach to quan-

tum key distribution. Instead using single photons Ekert
proposed that QKD be implemented using quantum entan-
gled states [11]. Entanglement is the non-local quantum
mechanical correlation that can exist between two quan-
tum systems that have interact at some point [19]. The idea
consists in replacing the quantum channel aforementioned,
where Alice sends single polarized photons to Bob, by a
channel where there is a common source that emits pairs of
entangled particles, such as polarized photons in the same
state chosen randomly among the four states of the BB84
protocol [4]. That particles are separated and Alice and
Bob receive a single photon from each entangled photon
pairs. At this point, when both Alice and Bob receives their
photons from the source, they measure their particle in one
of the two bases, chosen randomly and independently. The
source then announces the bases, and Alice and Bob keep
the data only when they happen to have made their mea-
surements in the compatible basis. In this possibility, this
protocol is equivalent to that of BB84 [4]. The security of
the Ekert protocol is based on the Bell’s inequality. The
Bell’s inequality demonstrates that some correlations pre-
dicted by quantum mechanics can not be reproduced by any
local theory [19].
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TABLE I
BASIC BB84 QKD PROTOCOL FROM REF. [7].

Alice’s random bits 0 1 1 0 0 0 1
Alice’s random + + × + × × +
Photons sending Alice ↑ → ↘ ↑ ↗ ↗ →
Bob random bases + × × × × + +
Bob’s measurements ↑ ↗ ↘ ↗ ↗ → →

Public discussion
Bob reports the bases + × × × × + +
Alice says which are correct X X X X
Outcome 0 1 0 1

Alice Bob

Classical Communication Channel

Quantum Channel

Eve

Fig. 2 - QKD with single photons obtained from attenuated laser pulses
and transmitted via a quantum channel (optical fiber) from Alice to Bob.
Bob measure the polarization of the arriving photons in one of the two
bases. Through the classical communication channel (public discussion)
they keep only those correctly measured photons, and they are able to
establish a key.

III. QKD WITH SINGLE PHOTONS

Experimental quantum key distribution was demonstrated
for the first time in October 1989, over a distance of 32 cm
free air optical path [15], [20]. Since then, tremendous
progress has been done. Nowadays it is possible implement
a quantum channel over a distance of 250 km in optical
fiber, using phase encoding scheme [8]. Information can be
encoded in the quantum states of photons in several ways.
Encoding in the polarization is a natural solution. In the first
experimental solution Bennett and co-workers made use of
this choice [15], [20]. However, in single-mode fibers the
random polarization inside the fiber, polarization effects, is
a common source of problems in all optical communica-
tion schemes [21], [22]. All fiber-based implementations
of QKD have to face this problem, even the phase-based
systems, since interference visibility depends on the po-
larization states [4]. Compared with phase-encoding, po-
larization encoding needs no precise active modulation to
overcome the instability and error rate caused by the phase
shift in fibers [9]. It can be easily implemented in a ”one
way” fiber system with the decoy-state QKD protocol to
enhance its security in the lossy transmission channels [9].
Nevertheless, the polarization encoded QKD suffers from
random fluctuation of polarization in a long-distance fiber.
It is necessary to have a robust and efficient control on the
polarization of the signal photons in the fiber. To implement
polarization-encoded QKD systems it is need compensate
passively or actively the random fluctuation of polarization
in the fiber [9], [23], [24].
A typical quantum communication system with the B92

protocol using the polarization of the photons is shown in
Fig. 3 [23]. Alice’s system consists of one laser, that emit
short classical photons that are polarized at 0◦ or 45◦ de-

grees, controlled by the electrical polarizer RA [23]. The
pulses are then attenuated and sent along the quantum chan-
nel, optical fiber. It is essential that the pulses remain polar-
ized for Bob to be able to extract the information encoded
by Alice. However, as aforementioned the random rota-
tion of the state of polarization inside the fiber may depo-
larize the photons [23]. To avoid this, Alice and Bob im-
plement two classical control channels LD1 and LD3, and
uses the electrical polarizers R1 and R3 to compensate the
random rotations of the polarization inside the fiber [23].
With this system they monitor the polarization fluctuations
in the fiber, and can invert the transformation induced by the
optical fiber. The arriving single photons at the Bob side are
analyzed in the polarizer RB , which randomly chose one
of the two polarization bases, diagonal or rectilinear [23].
With this scheme they, Alice and Bob, are able to establish
a secret key using polarization encoded photons.
Optical quantum cryptography is based on the use of

single-photons. Unfortunately, single-photons sources
are difficult to realize experimentally [4]. Single-photon
sources as quantum dots [25] or excitation of nitrogen va-
cancy centers in diamond [26] carry another problem that
is the photon coupling into the fiber. Nowadays, practical
implementations of QKD systems uses faint laser pulses,
as source of single-photons [4], see Fig 2. This photon
source can easily be realize using only standard semicon-
ductor lasers and calibrated attenuators. This configuration
allow obtain coherent states with an ultra low mean pho-
ton number µ [4]. This source of photons obey a Poisson
statistics, and the probability of obtain n photons is

P (n, µ) =
µ

n!
e−µ , (1)

and the probability that a non-empty pulse contains more
than one photon is

P (n > 1) =
1− e−µ(1 + µ)

1− e−µ
. (2)

The attenuator can made P (n > 1) very small. However,
when µ is small most of the pulses are empty, does not con-
tain any photon. Most of the experiments relied on µ = 0.1,
meaning that 5% of the non-empty pulses contain more than
one photon [4]. However, the optimal value of µ depends
on the optimal losses in the quantum channel, and on as-
sumptions about eavesdrop’s technology [27].
The photon loss in the quantum channel, optical fiber,
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Fig. 3 - Typical system for quantum cryptography using polarization cod-
ing in optical fiber (From Ref. [23]). Experimental set-up: PC: Manual
polarization controllers, R: Electrically driven polarization controllers, P:
Polarizers, F: Filter, D: Classical photodetectors, C: Single photon count-
ing module, LD: Laser diodes, A: Attenuator, Pol: Polarimeter.

limits also the distance over which the quantum crypto-
graphic system can be applied. For this reason, the best
performance in optical fibers is achieved using photons with
wavelength of 1550 nm [21]. In this spectral window the
standard optical fibers are relatively transparent, with only
a loss of α ≈ 0.2 dB/km.
The success of a quantum cryptographic system essentially

depends on the capability of detecting single photons. In
principle the detection of single photons can be achieved
using many techniques [4]. Nowadays the best choice is
avalanche photodiodes (APD’s). APDs are usually oper-
ated in the so-called Geiger mode. In this mode, the ap-
plied voltage exceeds the breakdown voltage, leading an
absorbed photon to trigger an electron avalanche consisting
of thousands of carriers. In the 1550 nm spectral window
the APD’s are made from InGaAs/InP [4]. In this spectral
region, this kind of APD’s present a quantum efficiency of
approximately 10% and a dark count rate of 10−5, for a op-
erating temperature of 220 K [28].
Due to the difficulty of obtain pulses of single photons,

the authors in [29], [30] analyze the possibility of generat-
ing single photons inside optical fibers through stimulated
four-wave mixing (FWM) process. In this configuration the
single photon source is an optical power, see Fig 4. FWM is
a nonlinear process described by the third order nonlinear
response function of the fiber, R(3)

ijkl [21]. This nonlinear
process occurs when two (or more) frequencies (known as
pump and signal fields) are launched into an optical fiber,
giving rise to a new frequency, known as idler wave. In
quantum mechanical terms, FWM occurs when two pho-
tons from the pump field are annihilated and two new pho-
tons are created, one at the idler frequency and another in
the signal field [21]. The number of photons that are created
in the idler wave is dependent of the pump and signal power
and their wavelength separation, λp − λs. Efficient genera-
tion of the idler wave also requires that the phase matching
condition ∆β is achieved. The average number of the pho-
tons that are created through stimulated FWM inside the
fiber in the idler wave is given by [29], [30]

⟨n⟩ = Pi
λiTg

hc
10−αd/10 , (3)

Mod

Coupler

CW−signal

F
ilter

Single Photon
DetectorGenerator

Pulse Patern Idler

CW−pump optical fiber

Fig. 4 - Single photon source based on stimulated FWM inside an optical
fiber (From Ref. [29]).

where Pi represents the idler power at the exit of the fiber,
Tg is the time during which the gate of the single detector
photon is open, h is the Planck constant, c is the speed of
light in vacuum and αd is the attenuation, in decibels, from
the fiber output to the single photon detector, see Fig. 4. The
idler power at the end of the photon source (optical fiber) is
given by [29]

Pi = (γLeffPp)
2Pse

−αL

∣∣∣∣ sinh(κL)(κL)

∣∣∣∣2 , (4)

where γ is the nonlinear parameter of the fiber, α is the fiber
losses, L is the length of the photon source, Pp and Ps are
the pump and signal powers, respectively. In (4)

Leff =
1− e−αL

α
, (5a)

κ =

√
∆β

2

(
∆β

2
+ 2γPp

Leff

L

)
. (5b)

A schematic of the experimental setup is show in Fig. 4. In
the experimental setup, Fig. 4, a pump, λp from a DFB laser
source operating in a continuous mode is coupled to another
optical signal, λs from a tunable laser source, that is mod-
ulated externally to produce optical pulses with a width at
half maximum of approximately 1.6 ns and repetition rate
of 610.3 kHz. The two optical fields are launched into a
dispersion-shifted fiber (DSF), with incident powers Pp and
Ps for pump and signal fields, respectively. The DSF has a
dispersion slope at zero-dispersion wavelength dDc/dλ =
0.069 ps/nm2-km, length L = 8865 m, zero-dispersion
wavelength λ0 = 1547.34 nm, attenuation αdB/km =
0.2 dB/km and nonlinear coefficient γ = 2.36 W−1km−1.
At the fiber output, a filter blocks the pump and signal
waves. The idler wave, λi = λpλp/(2λs − λp), passes
through the filter and reaches a single-photon detector [29].
The single-photon detector is based on an APD, operating
in the so-called Geiger mode, being Tg = 2.5 ns the time
during which the gate of the detector is open. The detector
quantum efficiency is ηdet = 10% and the dark count prob-
ability per gate is Prdc = 5× 10−5. The Noise Equivalent
Power of the detector is NEQ ≈ 2.56 × 10−16 W/

√
Hz,

and the probability of having a count when a single-photon
reaches the detector compared with the probability of hav-
ing a count due to the dark counts is Preff = 5×10−4 [28].
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TABLE II
AVERAGE NUMBER OF IDLER PHOTONS PER PULSE VERSUS

SPECTRAL SPACING BETWEEN PUMP AND SIGNAL FIELDS

λp − λs nm ⟨n⟩ λp − λs nm ⟨n⟩

1.251 3.034 5.626 0.821

1.65 3.016 6.022 0.559

2.049 2.959 6.418 0.320

2.447 2.894 6.814 0.164

2.845 2.673 7.210 0.064

3.243 2.525 7.606 0.025

3.640 2.308 8.001 0.051

4.038 2.071 8.397 0.102

4.435 1.778 8.792 0.107

4.832 1.401 9.186 0.115

5.229 1.142 9.581 0.009
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Fig. 5 - Average number of idler photons generated by FWM as a function
of wavelength separation between pump and signal fields (From Ref. [30]).
The circles represents the measured optical power, the line represents the
theoretical model given by (3) and (4).

In the experiment performed the estimation of ⟨n⟩ using a
measurement period of 20 s. The average number of idler
photons that reaches to the single-photon detector is given
by [31], [32]

⟨n⟩ = 1

ηdet
ln

(
Prdc − 1

Prav − 1

)
, (6)

where Prav is the probability of avalanche per gate.
In Table II is presented the average number of idler pho-

tons generated through stimulated FWM process as a func-
tion of the spectral spacing between pump and signal fields.
From the results present in Table II, we can see that FWM
in optical fibers can produces single-photons that can be
used for QKD systems. It can also be seen that the average
of idler photons can be increased or diminished by simple
adjusting of the signal detuning.
In Fig. 5 it is plotted the average number of idler photons

as a function of the wavelength separation between pump
and signal fields
From Fig. 5 we can see that for λp − λs < 2.8 nm the the-

oretical model given by (3) and (4) describes correctly the
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Fig. 6 - Average number of idler photons generated by FWM as a func-
tion of wavelength separation between pump and signal fields for three
different values of γeff .

experimental results. However, for 2.8 nm < λp − λs <
5 nm the theoretical models and the experimental data does
not coincide [29]. That difference between the theoretical
model and experimental data can be understood in terms of
polarization effects that occurs during the generation of the
idler photons inside the optical fiber. It is known that the
efficiency of the FWM process is dependent of the relative
polarization of pump and signal fields [21]. In the results
presented in Fig. 5, we can see that with the increase of the
wavelength separation between pump and signal, the av-
erage number of idler photons measured experimentally is
smaller than the theoretical predictions. In the theoretical
model, equation (4), it was assumed that all fields remain
co-polarized along the propagation in the fiber [29]. How-
ever, when the wavelength separation between pump and
signal is increased the fields go from an almost co-polarized
situation to a decorrelated state of polarization. The loss
of efficiency in the FWM process due to the polarization
decorrelation can be seen as a reduction of the value of the
nonlinear parameter γ. This can be described through a new
parameter called effective nonlinear parameter γeff , which
is dependent of the wavelength separation between pump
and signal fields [29].
In Fig. 6 it is plotted the average number of idler photons

as a function of the wavelength separation between pump
and signal fields for three different values of γeff [29].
The results show that the effective nonlinear parameter is

approximately equals to γ for λ1−λ2 < 2.8 nm [29]. How-
ever, with the increasing separation between pump and sig-
nal fields, the value of γeff rapidly decreases to 8γ/9, and
remains constant for λ1−λ2 > 5 nm. This value for the ef-
fective nonlinear parameter is in agreement with theoretical
predictions for polarization dependent processes in a strong
mode coupling. In order to describe analytically the γeff
variation with the wavelength separation between pump and
signal, we fit the result present in Fig. 5 with an hyperbolic
secant function given by [29]

γeff (∆λ) =
8γ

9
+

γ

9
sech

(
(∆λ)A0

T0

)
, (7)

where A0 and T0 are the fitting parameters, and ∆λ =
λp − λs [29]. The results presented in Fig. 6 show that the
hyperbolic secant describes correctly the variation of the
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γeff (∆λ) parameter with wavelength separation between
pump and signal fields in the transition region 2.8 nm <
λ1 − λ2 < 5 nm [29].
Although the polarization effects are very important to de-

scribe correctly the single photon source, there is another
optical nonlinear effect that was not taken into account in
the theoretical model given by (4), the stimulated Raman
scattering (SRS). This nonlinear effect becomes quite im-
portant as the optical pump, λp, reaches the fiber zero-
dispersion wavelength λ0. SRS is third order nonlinear ef-
fect that occurs inside an optical fiber. The SRS process in
optical fibers is an inelastic scattering process in which en-
ergy is transfered between the optical fields and the dielec-
tric nonlinear medium [21]. In this nonlinear process the
optical frequencies from the pumps transfer their energy to
lower frequencies (Stokes amplification) and to higher fre-
quencies (anti-Stokes amplification), through molecular vi-
brations [21]. In [33] the authors analyse the influence of
SRS on the stimulated FWM process. In that paper, the au-
thors found that the evolution of the optical power of idler
wave with the wavelength separation between the pump and
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Fig. 7 - Theoretical predictions for the optical power evolution of the idler
wave, given by (8) as a function of the wavelength separation between
pump and signal for λp = λ0.
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Fig. 8 - Theoretical predictions for the optical power evolution of the idler
wave, given by (8) as a function of the wavelength separation between
pump and signal for λp ̸= λ0.

signal field is given by [33]

Pi(z)

Ps(0)
= (γPpz)

2 |ϱ(Ωip)|2
∣∣∣∣ sinh(g(Ωip)z)

g(Ωip)z

∣∣∣∣2 . (8)

whit

g2(Ωip) = (γϱ(Ωip)Pp)
2 − (κ(Ωip)/2)

2 , (9a)

κ(Ωip) = ∆β + 2γPp(ζ(Ωip)− 1) , (9b)

ϱ(Ωip) = 1− fR + fRR̃a(Ωip) + fRR̃b(Ωip) , (9c)

ζ(Ωip) = 2− fR + fRR̃a(Ωip) + fRR̃b(Ωip) (9d)

where R̃a and R̃b are the delayed Raman response of the
fiber and fR represents the fractional contribution of the
delayed Raman response to the nonlinear refractive index
of the nonlinear dielectric medium [33]. In Fig. 7 and
Fig. 8 it is presented the variation of the optical power
of the idler wave with the wavelength separation between
pump and signal fields.
Results presented in Fig. 7 show that the SRS can increase

the optical power of the idler wave when compared with the
situation fR = 0, absence of the delayed Raman response.
However, when λp ̸= λ0, Fig. 8, the difference between
the two cases is very slight, due to the fact that in this
situation, λp ̸= λ0, the most significantly contribution for
the efficiency of the FWM arise from the phase matching
condition ∆β [33].
The results presented in Fig. 6, Fig. 7 and in Fig. 8 show

that a correctly description of the single photon source
based on the stimulated FWM process must take into
account the polarization effects that occurs in the fiber, as
well the delayed Raman response of the nonlinear medium.

IV. QKD WITH ENTANGLED PHOTONS PAIRS

In 1991 Ekert proposed that the QKD be implemented us-
ing quantum entangled states [11]. One advantage of using
photon pairs for QKD is the fact that one can remove empty
pulses [4]. Today is well established that photon pairs can
be obtained in many sorts of entanglement, as polarization,
time and momentum [19]. The essence of the protocol pro-
posed by Ekert is as follows: Alice and Bob can obtain
from a source entangled pairs single photons, see Fig. 9.
Measuring them one basis, Alice and Bob obtain a string
of perfectly (anti)correlated bits, i.e., the key. The key does
not exist until the detection process [19]. To verify whether
it is secure, they check Bell inequalities on a selected por-
tion of the pairs. If Eve knew the values that Alice and
Bob obtained in their measurement, this would mean that
the values existed before the measurement, hence Bell’s in-
equalities would not be violated [19], [4].
Experimentally, entangled state quantum cryptography has

been first demonstrated in 1999, using polarized entan-
gled photons [34]-[36]. Nowadays, it is possible trans-
mit polarization entangled photon pairs over distances until
100 km [14]. In optical fibers the entangled photon pairs
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Alice Bob

Classical Communication Channel

Quantum ChannelQuantum Channel

photon−pair source
Entangled

Eve

Fig. 9 - QKD with entangled photon pairs obtained from an Einstein-
Podolsky-Rosen (EPR) source pulses and transmitted via two quantum
channels. Alice and Bob measure the polarization of the arriving photons
in one of the two bases. Through the classical communication channel
(public discussion) they keep only those correctly measured photons, and
they are able to establish a key.

Fig. 10 - Experimental setup used to implement a QKD system with po-
larization entangled photon-pairs (From Ref. [13]).

can be obtained by parametric processes, such as sponta-
neous FWM [12], [37]. This nonlinear process create an
entangled photon pair, in which each photon as frequency
ωs and ωi, such that 2ωp = ωs + ωi. That means that the
interaction between two photons of the pump field at ωp

and the fiber create an entangled photon pair. This nonlin-
ear process has been recently studied theoretical and exper-
imental, and the obtained results are very promising [38],
[37]. This king of entangled photon source have the advan-
tage of generating the photons already inside the fiber, and
in that way avoid the coupling loss.
In this trial field, in 2004 A. Poppe and co-workers pre-

sented a quantum cryptographic system that operate in a
real-world application scenario [13]. They in that experi-
ment were able to perform a transfer between a bank and
the Vienna City Hall, over a distance of 1.45 km of opti-
cal fiber [13]. Instead use an optical fiber as source of the
polarization entangled photons, they use a nonlinear BBO
crystal, due to the fact that the BBO crystal is a more ef-
ficient nonlinear medium to create entangled photon pairs.
In Fig. 10 it is presented the experimental setup used by A.
Poppe and co-workers [13].
In Fig. 10 we can see that an entangled photon source

sends one photon to Alice and another to Bob, over an opti-
cal fiber [13]. The polarization measurement is done in two
non-orthogonal bases, 0◦ and 45◦ [13]. The beam splitter
(BS) sends randomly the photons to one of the two polariza-
tion beam splitters (PBS), at Alice and Bod sides [13]. One
of the PBS is defined for measurement in the 0◦ basis, and
the other in the 45◦ basis. The compensation of polariza-
tion rotation in the fibers was done using fiber polarization
controllers [13]. Once a photon is detected at one of Al-

ice’s four avalanche photodiodes an optical trigger pulse is
created (Sync. Laser) and sent over a standard telecommu-
nication fiber to Bob to establish a common time basis [13].
At both sides, the trigger pulses and the detection events
from the APDs are fed into a dedicated quantum key gen-
eration device for further processing [13].
This pioneer experiment show that it is possible implement

a system of QKD in optical fibers with polarization entan-
gled photons. However, must the work related with this trial
field remain only in terms of laboratory experiment, due to
the high experimental complexity of this configuration for
QKD in optical fibers.

V. CONCLUSIONS

In summary, it was presented a selection of recent results
of QKD with single and entangled photon pairs, and three
different quantum protocols, the BB84, B92 and the Ekert
were discussed. In the configuration with single photons
it was presented two different sources. A first approach
uses photons obtained from a weak coherent laser pulses.
A second approach is based on the stimulated FWM pro-
cess in optical fibers. A theoretical analyse of that source
was briefly described, and some experimental results was
presented. Results show that the FWM in optical fibers can
produces single photons. Moreover, the number of photons
produced by FWM can be increased or diminished by sim-
ple adjusting the wavelength separation between the pump
and signal fields. Results also show that to obtain a cor-
rectly description of the FWM in optical fibers it is needed
taken into account the polarization effects during the gener-
ation of the idler photons and the delayed Raman response.
In the configuration with entangled photon pairs it was pre-
sented the first real world application scenario. In both con-
figurations, results show that possibility of implement QKD
in the current telecommunication systems, mainly the con-
figuration with single photons. The configuration with en-
tangled photons remains nowadays only in terms of labora-
tory experiments. So far there is no commercial device for
QKD based on the quantum Ekert protocol.
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