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Abstract —There is a large set of efforts on the definitionfo
new Internet architectures. One of the currently moe
relevant is the CCN, content-centric networking,
architectural concept. This type of architectures iSocused on
file transferral and fail to address real time mulimedia
communications in mobile environments. This paper
discusses the mobility mechanisms to improve the sign of
CCNs for interactive mobile systems, presenting thee
different architectural approaches.
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|. INTRODUCTION

Today's usage of the Internet, at least in terms of
users, revolves around accessing content. Followimg
evolutionary path, E-Mail gave way to the World Wid
Web (WWW) with content being browsed in web pages.
Now, with YouTube and the social-networking paradlig
being leveraged by the Web2.0, multimedia contentt ia
central plane and is ever increasing with new itaff
tendencies [1]. This trend has been explored inyman
research activitieg8-9] and even European Research
Projects are considering it [2]. However, the utyieg
framework which supports this access content, the
Internet, was created to access machines and oesour
therein. Thus, to support today's content accessusers
have to endure application-specific mechanisms like
Content Delivery Networks (CDN) and Peer-to-Peer
(P2P), which aim to overcome the original model
limitations, but which also introduce new issueshsas
security (i.e., trustworthy content), location-degence
(i.e., content to host mapping) and availabilitye.(i
bandwidth, etc.).

With the advent of Future Internet initiatives, new

clean-slate approaches are being introduced, sech a

Content-Centric Networking (CCN) [3] or Named Data
Networking [7] aiming to not only solve the
abovementioned issues, but to completely repladayte
architecture of finding hosts to reach content, dy
architecture that is completely content name dri&ren
though the CCN proposal has been successfully dteste
against voice traffic with interesting results [4p work
has been done considering mobility models which are
key area as well of Future Internet research.

As such, we expand the work developed at the Palo
Alto Research Center (PARC) on CCN with intrinsic
mobility prediction mechanisms, allowing the netlng
named content concept to flow in an optimized wagtar
mobility-driven environments.

The remainder of this document is organized as
follows. In Section 2 a brief description of thesba
functioning of the CCN concept is described, fokalby
Section 3 where its application for Voice over \RIP) is
presented. In Section 4 the predictive mobility
optimization design is discussed, and the documeds in
Section 5 with conclusions and Future Work.

[I. CONTENT-CENTRIC NETWORKING FUNDAMENTALS

In the CCN concepts, the communication architecture
is built on named data, where packets name cordaeut,
the communication itself is driven by the consumefs
data. In that aspect, CCNs are quite differenhefdurrent
IP architectures.

A. Communication Model

In order to provide this “named packet” behavibe t
architecture introduces two kinds of CCN packees/pa
Interest packet and a Data packet.

Interest Packet Data Packet

| ContentName | ContentName

|
|
L

|

| Selector | Signature \
| Nonce J Signed Info |
L Data |

Figure 1. CCN packet types

The Interest packet is used by a consumer to ask fo
content by broadcast over all available connectiiisen

this Interest packet reaches any node that haztjuested
data, it can respond with the correspondent Datkgtaln

this process, the Interest packet is consumed. h&not
interesting feature allowed by this model is thiatpugh

the pairing of Interest and Data packets, multipteles
can pronounce themselves as interested in the same
content, sharing transmissions over a broadcastumed
Packets are also able to be forwarded not only over
hardware network interfaces, but also exchangesligir
application processes within a machine directly. NCC
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packets do not change over time and are self-iyamias where forwarded upstream towards content sources,

well as self-authenticating.

allowing for Data packets to be sent downstrearthéir

The CCN data model features a forwarding engine requesters. In this model, only Interest packetsrauted
which is responsible for performing actions towamls and as they propagate they leave PIT entries imdles
received packet, after a match look-up is dondgndme.  they are forwarded from, for matching Data packets

Vs

Name

Content Store

Data

/parc.com/videos/WidgetAmpg/v3/s0

Prefix

Pending Interest Table (PIT)

Requesting
Face(s)

Jparc.com/videos/WidgetA.mpg/v3/s1 0

A schematic taken from [3] is presented in Fig. 2. follow towards the requesters. These entries atetatke
whenever a Data packet uses them to learn the hogxt
h towards its requester. The PIT entries that neiret &
Fae, matching Data packet, eventually timeout to clgzacs.
P e ﬂ@, In this way, all nodes are able to provide cachlmgng
:L_'__-: i gﬁ only subject to their particular resource availidibi
Face.l, and/or policies. A flowchart diagram was createdider
Pty Iﬁ‘) to explain the behavior described in [3] (see Big.
P \’Cﬂ Whenever a CCN packet arrives at a node through an

Jparc.com

interface (either a network interface or an intépecket
U between processes) it is evaluated to determirigsiia

| ety | AvPiation Interest or Data Packet.

PR In case of arinterest packet, a longest match name
lookup is done on the content name against eritriéise

Figure 2. CCN forwarding engine model (from [3]) previously mentioned main data structures:

« First, the lookup is done for matching entries e t

The CCN forwarding engine model is composed by Content Store. If one is available, the correspah@data
three distinct entities: the Forwarding InformatiBmase  Packet is sent through the same interface where the
(FIB), the Content Store and the Pending Interegilg  Interested packet came from.

(PIT).

« |f there was no match in the Content Store, a mestch

The purpose of the FIB is to forward Interest paske done for an entry in the PIT. In case of a positich,
toward potential sources of matching Data. Hereycss the Interest’s arrival interface will be added katt PIT
is plural, because CCN allows multiple sourcesdata ~ €Ntry's RequestFaces list, and the Interest packebe
and is able to query them all in parallel, and tlaus discarded. This means that an Interest packet Ineadst

traditional spanning tree model is not used.

been sent upstream regarding this Data, so a#igaired

The Content Store acts as buffer memory that does'S t0 ensure that whenever the correspondent Drtkep
not discard packets as long as it can, since thghtrbe arrives, it is also sent through the newly addeerface to

useful to

other consumers,

bandwidth delay. 1 .
Finally, the PIT keeps track of Interest packetstth an entry in the FIB. In case of a positive matdfe t

« If there was no match in the PIT, a match is dane f

Interest needs to be sent upstream. The arrivaifatte is

Packet
arrives on an
interface

Longest
match name
lookup

Discard

Send Data
from the
same
interface

Discard
— Interest
Packet

Added to
Content Store

Data is
validated
(optional)

Send Data to
interface list

Discard

Add/Update
interest Discard
rYes Yes— arrival — Interest
interface to Packet
PIT entry
No
Remove
interest Create new
rYes: Yes—| arrival PIT entry with
interface from arrival
entry in FIB

interface

Send Interest
over all
remaining
interfaces in
entry

Discard

Fig. 3. CCN forwarding engine model state machine
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removed from the face list of the FIB entry andthiére requesters to query for specific versions, or segspeof
are remaining interfaces, the Interest is sentaduthe the same content (i.e., useful for ensuring relitgbi
interfaces that remain, while a new PIT entry sated. This querying mechanism allows specific requests,
« |If there is no match in any of the data structutieen such as searching for theleftmostchild or
the node does not know about the Data or how tdtget rightmostchildSbling in large name sub-trees, allowing
and the Interest packet is discarded. for efficient expression of what the receiver regsinext.
In case of aData packet the procedure is the same, [3] states that the details of the query options siill
but the purpose now is to have it correctly forvemtd under development and should be published at aefutu
through the directions provided by the PIT entoégach date.
subsequent hop:
 If there is a Content Store match it means thaDiaa C. CCN Mobility and Strategy
packet is a duplicate, so it is discarded.
* If there is a PIT match, it means the Data wasiet
by Interests sent by this node. Optionally, thiseDean be
validated but then it is added to the Content Stohen, a
list is created by joining to the interface list tie
matching PIT entries for this Data, minus the ifstes
where the Data came from. The Data packet is teeh s
out through all the remaining interfaces of the lis
e If there is a FIB match it means that there are no
matching PIT entries so the Data is unsolicited &rid
discarded. This prevents, for example, maliciousabr.
This behavior, for both the Interest and Data ptcke
allows nodes to be regarded as caching nodes thootig
the network. Through the usage of this cache, ailmob
node may serve as the network medium betwee
disconnected areas. Contrary to TCP, CCN operation
stateless and thus reliability is achieved throrggending
Interest packets. Regarding duplication, as was sethe
previous flow chart, Data packets are always disgitin

CCN does not share the IP restriction of forwarding
on spanning trees, so it is able to take advantzHge
multiple interfaces (CCN packets cannot loop) caido
the changes produced by rapid mobility (i.e., thsreo
need to bind a layer 3 address into a layer 2 adjirds
stated in [3] “Even when connectivity is rapidlyaciging,
CCN can always exchange data as soon as it isqalilysi
possible to do so”. But, if the tools availablentmdes that
engage in mobility resume themselves to just sendin
new Interest packet from the new location, seamless
mobility is not necessarily guaranteed.

CCN provides some degree of configurability
regarding the usage of multiple interfaces, throdigé
addition of a set of policies to each CCN FIB enffhe
npurpose of these policies, a small program wriftenan

abstract machine specialized for forwarding chgit®$o

determine how to forward Interests. By default, C@¥¢s

a ‘send an Interest on all Broadcast Capable Interfaces

_ approach. These programs contain load/store, agttbm

this case. AS for_ Interest pack(_ets,_ the Nounc_e _evalu and comparison mechanisms, as well as actions that

contained therein is usec_zl to verify if there armﬂgr operate on lists of interfaces (i.eendToAll, sendToBest,

_Interest packe'Fs reaching _ nodes thrpugh d'ﬁerentmarkAsBest, etc) and triggers (i.e.jnterestSatisfied,

interfaces and, in that case, It they _get Q|scar¢lﬂdjer interestTimeOut, etc.). Finally, each interface also contains

these terms, flow balance is maintained in a hopdyy a set of parameters (ie., BroadcastCapable,

level. isCOntentRouter) that can be used for the dynamic
: construction of interface sets.

B.  CCN Naming The set of actions, triggers and parameters afedcal

The Content Name portion of CCN packets are a verythe CCN Strategy Layer and the program at the BIB i
important part of the basic operation of the CCN called the strategy to obtain the Data associatiél the
architecture particularly because they are at tie of the ~ FIB’s prefix.
sequencing of Data packets. These names are of a The Strategy layer thus presents itself as a caretp
hierarchical nature, allowing nodes to do a prefiatch ~ enable ‘tweaking’ of the CCN inner-workings, pautarly
for equivalence between requested data and possesseonsidering the prime manifestation of mobility terms
data, by saying that the Data packet is in the reubetree  of vanilla-CCN behavior (i.e., the sets of intediak
specified by the Interest packet. Furthermore, mame
CCN are composed by a number of components and eacP. Other CCN characteristics
one is composed of a number of arbitrary octetshhae
no meaning to the CCN transport. In fact, the megfor
these components is largely due to high-layer requents
or human readability. In fact, adopted conventicas be
used to apply versioning and segmentation direarlyhe
content’s name, allowing requesters to requesidetify
different Data packets that form different partshef same
content. For example, the name of a content cdadaca
version marker as well as a segment marker, empblin

At a glance, the information oriented flooding mbde
of CCN along with a robust information security reqd
allows CCN to be mapped into any routing schemeitha
mappable into IP. For example, both use prefix-thase
longest match lookups to find local neighbors theg
closer to the identifier matched. An example predidn
[3] provides insightful application of the CCN faavding
model and its attachment to existing 1S-IS or OSPF
networks, with no modification to it or its routers
behavioral difference between CCN and IP that baset
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considered regards multiple announcements of theesa voice conversation) but it is also required thabsth
prefix. When this happens in IP, since it has h@amseto requests are routed to potential publishers, almivialg
detect loops at content level, it then has to sahd them to create and then publish the desired coritent
matching traffic to exactly one of the announcér<CCN, response.
this behavior does not occur because CCN packatsota For this, VoCCN takes advantage of CCN'’s content
loop and thus all nodes send all matching intetteséd! of structure where each fragment of content has a
the announcers and a prefix announcement doesawet h hierarchically structured name, which provides mpde
to mean that the node is adjacent to all the cowi@rered way to request sequential Data packets once thialini
by the prefix. naming has been established. Thus, CCN does naireeq
Another issue revolving around inter-domain routing that data be published and registered in CCN nbd&se
is when there are two domains that support CCN,it can be retrieved. In fact, constructible namesamother
interconnected by an ISP that does not suppattheéte is requirement for VOCCN since it has to be possilde t
no way to learn of the relevant content routerhia two construct the name of a desired piece of contgricai,
different networks. The solution to this problentie® in without having the need to know that name previpos!

the integration of domain-level content prefixe®iBGP. seen the content. For this, the authors of [4]niditéo
CCN had much concerns regarding not only contentdevelop a deterministic algorithm by which the data
availability but also in the insurance of its vitld provider and consumer arrive at the same name based

Contrary to IP, where clients have to fetch contkrectly data available to both. In this way, names will depend
from the source in order to trust it, CCN embodiesurity on data not available to both (such as cryptographi
in the content itself. This is achieved with the information required for the CCN security features)
authentication of the binding between names andectn Also, CCN allows pipelining by sending Interest
where the signature in each CCN data packet is oagle  packets for multiple future media packets to couffibe
the name, the content and some support data foatsige delayed reception of media packets in dispersekigir-
verification. Also, the fact that CCN packet sigmat are  latency networks.

standard public key signatures allows every of Q@ide Lastly, the usage of CCN and its underlying feature
to be able to verify the name-content binding. The introduces some advantages over the normal funton
signature algorithm is chosen by the content phétis  of VolP. For example, the support of multipoint tiag,
enabling it to meet the performance requirementthaf which allows the automatic routing of a call requesall
data. On its turn, each CCN Data packet contaiosign likely places where it might be answered. Also,eirgmt
information that enables the retrieval of the neags security features from CCN are here applied as,well
public key for its verification. CCN also allowsrfsome enabling for secure voice communication.

interesting possibilities, since content can sdguiek or In [4] a performance test was done, using a matlifie
refer other content, which means that we can haméeat version of Linphone which had CCN behavior
certifying content and, in turn, allows for a smallmber implemented, demonstrating that the performance is

of keys to be used in a large quantity of relatedtent. comparable to the normal VolP version, except fines
VOCCN packets (less than 0.1%) being dropped by
[ll. MULTIMEDIA APPLICATIONS FORCCN Linphone due to late arrival.

Even though that the performance is on par with

The CCN architecture, with its simplicity and normal VolP, and VOCCN has the added benefit ofrizav
flexibility, allows for the mapping of multimediagtocols intrinsic security mechanisms, the authors of [#&] dot
and behavior such as Voice Over IP (VolP). Hers thi consider moving nodes in wireless environments,clvhi
mapping, called Voice over CCN (VoCCN) [4] seriously would impact results.
encapsulates standard VolP protocols (SIP, SRT#hda
in mind future interoperability with unmodified M@l IV. PREDICTIVE MOBILITY OPTIMIZATION DESIGN
implementations.

In order to obtain the desired VolP behavior, some Having considered the features provided by CCN, an
requirements are placed into CCN to achieve VOoCEN. instantiation of a clean-slate Future Internet apph, one
primary requirement, taking into consideration tizening has to wonder about its deployability in more dediaag
architecture and the CCN Interest/Data packetsamexd mobility scenarios. The considerations on concegits
in the previous section, is the need to requestecithat CCNs and VoCCN will be severely stressed under
has not yet been published. For example, in nokfodP environments where users are mobile and use telsnina
behavior, a destination IP address and port ibkshed, which support multiple technologies (and thus déngat
and then newly created packets are sent there. ¥wwe different reception, routing and QoE requirementsjs is
due to the underlying architecture of CCN, a Dadaket the specific area and scenarios which this document
is never sent towards a consumer without first ingthe expands.
consumer explicitly requesting it via an Interesicket. Concretely, our visions explores scenarios where
So, not only there must be a way for requesting daat seamless mobility has to be aided by predictive
hasn’t been created yet (i.e., the next piece afevin a mechanisms that inform the network about newly dete
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Points of Attachement (PoAs), enabling network sieci Several aspects need to be thoroughly exploreéy oth

points to initiate reservations or other requireticans to than implementation of this mechanism and its

maintain traffic conditions. Exploring the basic BC performance evaluation, both related to CCN specifis

functionality, this will support efficiently mobily well as characteristics of the new behavior. Fetance, it

situations, including handovers. is required to develop a way for having an intezfac
Considering projects such as [2], multimedia sosirce between the generation of these events and the CCN

in the future will no longer be regarded as fixeulvers fabric. Another important factor if having the Irget

stationed at an operator’s core, but can be malikven being sent by a PoA on behalf of the node beingectly

the users’ terminals themselves. This is also a/ér our interpreted as a Delegated Interest (which has to

approach. The design ideas below can be introdinted  contemplate the node as the final destination, rartdust

the fabric of CCN, augmenting it with the required the PoA) from other normal Interests.

mechanisms to support stringent seamless mobility

scenarios. These design ideas are discussed inetkte  B. Mobility program/abstract machine for forwarding

sub-sections, and can be structured as interestyatin, options (strategy layer)

effective mobility strategy implementations, anchiemt-

aware mobility. These ideas can be implemented

cumulatively or independently according to the nlitbi

scenarios required to be supported.

This explores the concept of the CCN’s strateggiay
at CCN nodes and their ability for some configunati
regarding the usage of multiple interfaces. In taise, the
mobility aspect is more considered in mobile temhin
mobility management, because it addresses the
management of Interest packets by the differemtiates

The Delegated Interests concept considers theavailable at a terminal. In this case, the defdl@N
possibility of having other CCN-supporting nodesding behavior of sending Interest packets on all Brostca

A. Delegated Interests

Interests on behalf of the requester. These noeked to: capable interfaces is replaced by providing awaero#

a) be on the path to the Content Source and the network surroundings of the node to the Styateg

b) are part of the connectivity infra-structuree (j. Layer. This would enable it to send Interest pacieim
routers or even other terminals in case of ad-hod a the interface which would be the final attachmeainp
sensor networks) after a handover.

Through the usage of link event triggers (for ins& This behavior poses some important implementation

IEEE802.21 [5], used as described in [10]) the 'sser issues to be resolved, such as what to do whewtter
terminal (or mobility decision node belonging toeth interface is not yet active, and how to executes thi
network), could instruct the next PoA to send aclfated behavior in a predictive way in order to provideeamless
Interest on behalf of the original node, solicitisgnding handover.Also, some thought must be placed on replvi
the content to this new locations. This would pdevihe the inherent mobile terminal management of thiseagh:
construction of an Interest path to where Data etck this could be coupled with the solution provided thg
could flow prior to the handover taking execution, previous sub-section, enabling mobile terminalmtticate
allowing for seamless handover provision. to the network mobility decision nodes their haretov
intent. In this manner, the strategy layer would work
by configuring the way Interest packets left thamieal,
but the other way around, by configuring how Data
packets leave the source.

C. Content-defined mobility

This approach considers both the source and the
mobile terminal point of view regarding mobilityn khis
approach, the Interest and Data packets would pgsse
mobility-related information that could be used to
dynamically adjust previously created Interest path
according to the mobility of user nodes. This cobll
achieved for both network-operated (i.e., via cleaofjthe
Data packets) as well as for terminal-operated, (i@
change of the Interest packets) mobility. This apph,
albeit much more powerful, would require much more
complex CCN nodes, and as such would only seem
required in very stringent scenarios.

Figure 4. Delegated CCN Interest for Seamless Mghbilit
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V. CONCLUSIONS ANDFUTURE WORK

This document provided a brief introduction to the [1]
CCN architecture while highlighting some issues and
possible inadequacies concerning seamless mobility
wireless environments by moving terminals. Basethah
we then presented three new possible solutionkdwing
CCN as a full fledged solution under those envirents.

However, analysis of the CCN design
interpretation of the architecture description 3p &nd its
adaptation to multimedia environments [4] is nobugh
to actually prove that CCN does not perform well in
seamless mobility scenarios. For that, actual
experimentation needs to be done using [6] and eoenip
to IP approaches in the conditions of seamless lityobi
scenarios.

After this, further development of the three key
concepts needs to be done, in order to determmdeist
approach that performs in all the identified sitag (i.e.,
seamless mobility, static or moving content, wissle
technologies and performance, etc.). This can heeaed [6]
by further designing the concepts and elaborating[7]
simulations for performance comparison, enablingtais
choose the best approach, or to even identify Bpeci
particularities of each approach that can be caoupi® a
single method for optimized seamless mobility. For
example, the mechanisms for link layer events gediby
IEEE802.21 can easily be adapted to the other #egsi
and enhance their behavior. Also, an importanbfaist to
insure that the final design considers mobility raft a
single user, but of many (and, of course, considege
scale deployability in the Internet) since an impot
consideration of CCN is its multi-source abilitygntrary
to normal IP behavior).

(2]

by [3]

(4]

(5]

(8]

(9]

(10]
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