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The concept of Industry 4.0 (14.0) or, more generally,
Smart Production (SP), is transforming radically the
industrial chain of value. Building on Information and
Communication Technologies, 14.0 boosts interopera-
bility of machines and achieves seamless integration
with the Internet and the manufacturing and produc-
tion processes.

Networks are a core component of 14.0/SP systems,
interconnecting all entities, both physical and virtual,
such as products, manufacturing systems, management,
logistics and business models. Designing networks for
these scenarios is particularly challenging because they
cross domains that often exhibit conflicting communi-
cation requirements, from cost and throughput typically
valued at the management level to determinism and relia-
bility that are often prime performance criteria in the
shop floor.

Software-Defined Networking (SDN) is a disruptive
network management paradigm that emerged on
campus networks but was soon considered for use at
industrial level. However, due to its roots, SDN proto-
cols, e.g. OpenFlow (OF), do not support deterministic
real-time services, thus hampering its adoption on I4.0/
SP systems, at least for the lower layers. This problem
is addressed by the METRICS project, proposing an OF
extension to allow specifying and managing real-time
communication services while keeping compatibility
with the original standard.

The real-time services are accessed via a dedicated API
that extends the standard one, being transparent to
standard OF nodes. Supported real-time communica-
tion services include the transmission of synchronous and
asynchronous real-time message streams. The extended
API allows the dynamic creation, modification and elimi-
nation of real-time reservations. The framework also

includes an admission control module to ensure that all
accepted reservations are feasible.

METRICS also addresses the development of a bridge
(data plane) capable of segregating standard OF and real-
time traffic, providing dedicated scheduling and dispa-
tching services for each of these traffic types.

Standard Opon Flow Real-Time Openflow Add-On

P

| Sandeed Gperfiowari | Feal- Tt 481

1 1

F ™

}- Flerw Liblei & Fiow peiries Tierse-Srigpered ot Sk

* Geouptabler ¢ Geoep Buckels +  Deestrigoed Ve ams dialane

{- Mgter balddn. = Bdebars i = Othes realk-timer treams dats b
1 i '

o

{ Ingress and egress pipeine | Rieal-time resemnvathons

( opefowoumpstpots )| | Rual-time services

| J |t T 1
% | | s fime
| x_ Loghisd | Triggared
gnrwed | v O
i chEry sl J Trigpered
Privis sl i = b

i 1 1 !
{ Non Heal-Tima DispaicFer :I 1
L. I

é b

1 — Department of Electronics,
Telecommunications and Informatics,
& Instituto de Telecomunicagdes,
University of Aveiro

2 — Agueda School of Technology
and Management & Instituto de
Telecomunicagdes, University of
Aveiro

3 — Department of Electrical and
Computer Engineering & CISTER,
Faculty of Engineering of the
University of Porto

59



